Abstract -This paper presents a novel architecture for Wireless Application Protocol (WAP) 2.0 employing a proxy to isolate the wireless domain from the wired domain, and an advanced data compression scheme to significantly reduce the wireless access time (WAT) while overcoming the WAP 1.x end-to-end security problem. The compression scheme combines content compression with robust header compression (ROHC) and minimizes the transmitted air-interface traffic. Performance evaluations show that while WAP 1.x is optimized for narrowband wireless channels, WAP 2.0 utilizing TCP/IP outperforms WAP 1.x in wideband channels even without compression. In IS-95 channels, data compression reduces the WAT of WAP 2.0 by over 70% to give comparable performance to WAP 1.x. In CDMA2000 1XRTT channels, the proposed compression method yields over 46% reduction in WAT over comparable configurations without compression. Most of the improvement comes from compression of reply contents while ROHC gives further enhancements. Request compression is useful for low-bandwidth networks, but gives no benefit in high-speed wireless networks. The proxy optimizes the communication process by eliminating error propagation and reducing the wireless session delay.
INTRODUCTION
Wireless Internet access is an emerging service that is considered central to the commercial success of next generation cellular networks. The Wireless Application Protocol (WAP) is a result of continuous work to define an industry wide specification for developing applications that operate over wireless communication networks [1] . It is a de-facto world standard for the presentation and delivery of wireless information services on mobile phones and other wireless terminals. The WAP forum developed the WAP specifications based on the Internet technologies with the consideration of the wireless environment constrains and ensure interoperability. WAP 1.x is a standard aimed to optimize the performance of wireless Internet access under such limitations as lowbandwidth, high latency, less connection stability and bearer availability for wireless networks, and small display, limited input facilities, memory, CPU and battery power for the mobile handset. The WAP Forum released version 2.0 of WAP in July 2001. WAP 2.0 brings the wireless world closer to the Internet by adopting the most recent Internet standards and protocols while optimizing the usage of emerging wireless networks with higher bandwidths and packet-based connections, and maintaining compatibility with WAP 1.x compliant contents, applications and services. WAP 2.0 provides support for standard Internet protocols such as TCP and HTTP, and permits applications and services to operate over all existing and foreseeable air interface technologies and their bearers, including GPRS and 3G cellular such as WCDMA and CDMA2000 [2] . In particular, WAP 2.0 utilizes the Wireless Profiled TCP (WPTCP) [3] and Wireless Profiled HTTP (WPHTTP) [4] that are optimized for wireless communication networks and fully interoperable with standard TCP and HTTP.
There has been active research on various aspects of WAP protocols since its appearance. WAP performance over GPRS and GSM were studied and several traffic models were developed [5] [6] [7] . WAP end-to-end security issues were discussed in [8] [9] [10] , and deploying the gateway with the WAP server in the secured enterprise site [8] seems to be the only viable secure solution. All these studies were based on WAP 1.x protocol stack.
Although WAP 2.0 is an evolutional step forward, by adapting the HTTP/TCP/IP stack, it also has some disadvantages over WAP 1.x, e.g., more bits transmitted using HTTP than Wireless Session Protocol (WSP), more transactions required with TCP than Wireless Transaction Protocol (WTP). In this paper, a novel proxy architecture employing an advanced data compression scheme is introduced for WAP 2.0. The compression scheme combines TCP content compression with Robust Header Compression (ROHC), which minimizes the air-interface traffic without protocol conversions and overcomes the end-to-end security problem in WAP 1.x. Its performance is compared against the standard WAP 2.0 and WAP 1.x stack configurations through measurements over different emulated wireless networks. Results show that the data compression scheme significantly improves the WAP 2.0 performance. Our results enable appropriate configuration of the WAP 2.0 protocol stack for various bearer services. 
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A. WAP Proxy Model
The WAP programming model is the WWW programming model with a few enhancements such as Push model and Telephone Support (WTA). WAP 2.0 does not require a WAP proxy, since the communication between the client and server can be conducted using HTTP 1.1. However, deploying a proxy, as shown in Fig. 1 , can optimize the communication process and may offer mobile service enhancements, such as location, privacy, and presence based services. In addition, a WAP proxy is necessary to offer Push functionality [1] [2].
In the WAP 1.x configuration (Fig. 2) , the proxy, often referred as a gateway, must be present. It is required to handle the protocol interworking between the wireless clients and the content servers. The proxy communicates with the client using the WAP 1.x protocols (WSP, WTP, Wireless Transport Layer Security (WTLS), and Wireless Datagram Protocol (WDP) or UDP), and it communicates with the content server using the standard Internet protocols (HTTP, TLS and TCP/IP).
B. WAP End-to-end Security
Although WAP 1.x protocol conversion and content encoding minimizes the air-interface traffic, WTLS can only give end-to-end security between the gateway and the handset [11] . The gateway, which translates messages from one protocol to another, is a security gray zone for end-to-end applications because the data is temporarily exposed in its memory during the conversion. In some extreme cases where an application needs complete end-to-end security, the only viable solution for WAP 1.x is to deploy the gateway in a secure network with the WAP server. In [8] , this alternative configuration was evaluated against the standard configuration under various IS-95 wireless link and Internet channel conditions. Despite the feasibility of this alternative configuration, it drawbacks are obvious. Aside from content providers having to invest in the infrastructure and to maintain their own gateways, the WAP devices also have to be configured to switch gateways to access various secure WAP applications. The latter, like having to switch ISPs when accessing different web sites, is undesirable for most users.
As WPHTTP/WPTCP are interoperable with HTTP/TCP, there is no complex protocol conversion and hence no gateway required in WAP 2.0. However, because there is no such encoding scheme in the WAP 2.0 proxy as in WSP, the transmitted packets are much larger than the bytecode-encoded ones in WAP 1.x. If an HTTP layer proxy is used, HTTP content compression can be employed in WPHTTP optimizations, or a similar encoding mechanism as WSP can be implemented between the proxy and the mobile terminal to minimize the content size. However, since all these possible methods violate the concept of end-to-end security, the same security problem appears as in WAP 1.x.
C. Proposed Compression Scheme with Enhanced Security
In order to support end-to-end security, we propose a novel architecture that uses a TCP transport layer proxy as shown in Fig. 3 . The proxy connects to the WAP server using standard TCP over the Internet and communicates with WAP clients using WPTCP over the wireless domain. Thus end-to-end security can be strictly guaranteed by TLS tunneling between the wireless client and the server at the transport layer. To further improve the performance without sacrificing security, an advanced data compression scheme is introduced between the proxy and client to reduce the packet size and conserve bandwidth over the air-interface.
The introduced advanced data compression scheme includes two separate compression methods: TCP content compression and Robust Header Compression (ROHC).
Above the WPTCP layer, a content compression and decompression process is introduced at the transport layer within the TCP socket. Thus it compresses not only the HTTP content but also the HTTP header, which gives better result than content compression employed only at WP-HTTP, especially when the HTTP header size is large. At the same time, ROHC is applied below at the IP layer to compress the TCP and IP header. This combination gives the best compression result and minimizes the transmitted data over the wireless channel, while preserving the optimizations of WPTCP. The optimizations on WPHTTP may not be available in case of TLS tunneling because in this case standard HTTP must be used to connect to the WAP server.
In the emulation experiments, the content compression and decompression employ the deflate algorithm [12] , a lossless compression method used in "gzip" that compresses data using a combination of the LZ77 algorithm and Huffman coding. There are 3 options for the content compression: no compression, reply compression, and request & reply compression. Depending on the options, the data received in a TCP socket is directly forwarded if there is no compression; otherwise, it is compressed or decompressed in the socket buffer using the "zlib" in-memory compression and decompression functions before it is forwarded to its destination at the proxy and the client. [13] [14].
ROHC [15] [16] [17] will be used in all 3G cellular systems, which can substantially improve spectrum efficiency and service quality for IP services such as voice and video over the mobile Internet. The main reason header compression can be done is the fact that there are significant redundancy between header fields, both within the same packet header, and in particular between consecutive packets belonging to the same packet stream [15] . The design and implementation of ROHC is out of the scope of this paper. The ROHC process is simulated in the wireless emulation channel.
III. SIMULATION MODEL AND EVALUATION METHOD
A. Simulation Model
Since both of the test configurations use proxy to connect the wireless domain and Internet domain, and the Internet section is identical to both, for simplicity we omit the Intenet domain and assume no delay and no error over it. This allows the performance comparison to focus on the effects of the wireless channels. So the simulation model consists of a WAP server, a WAP proxy (WAP gateway for WAP 1.x), a client, and an emulated wireless channel between the proxy and client.
We use emulation functions of the ns-2 simulator [18] to emulate the packet level behaviors of IS-95 and CDMA2000 1XRTT wireless channels. Emulation refers to the ability to incorporate real-time simulated behavior into a live network. In the test experiments, the emulation channel consists of two nodes: one mobile node connected to the mobile client, and one base station node connected to the proxy. The transmitted IP packets between the mobile client and the proxy are captured by the simulator, and then fragmented at Link Layer (LL) according to the system parameters. The fragmented LL frames are sent every 20ms to the other node. When all fragments are received at the other end, they will be reassembled and injected back to the live traffic. The maximum user data transmission rate for IS-95 is 9.6 Kbps, and 153 Kbps for CDMA2000 1XRTT.
Since the data to be transmitted in CDMA systems are grouped into frames, the channel error is therefore modeled by a constant Frame Error Rate (FER) instead of Bit Error Rate (BER). Several works have used first-order Markov chains to model block error processes in transmissions over wireless channels [22] [23] [24] . In certain set of parameters, the Markov chain leads to a stationary distribution, which means a constant FER. A Selective Repeat (SR) Automatic Repeat Request (ARQ) error recovery mechanism is employed at the LL for the erroneous LL fragments. ROHC is simulated in the wireless channel by giving the first LL fragment a bigger size than the others. This assumes an average header compression ratio that is statistically stationary and fixed over a long simulation run.
B. Performance Evaluation Criteria
The performance parameters considered are the average end-to-end wireless access time (WAT), or wireless round trip delay for a sample WAP page [19] . While WAP 2.0 continuous its support for WAP 1.x based WML, the WAP 1.x stack does not recognize the new Wireless Application Environment (WAE) definitions, such as XHTML. Therefore, WML files are used in order to compare the performance of WAP 2.0 with WAP 1.x protocols. In our experiments, several WML files were transferred and the average result was obtained as the comparison data. 
For WAP 2.0, the WAT is the time difference between when the client makes a request and when it receives (and decompresses if necessary) a reply at the TCP socket layer. For WAP 1.x, the sessions are based on the most used class 2 WTP transactions, which is connection oriented using UDP. It has a reliable invoke message with one reliable result message [20] . The WAT is the time between the Invoke and the ACK, both at the client side.
C. Assumptions and Limitations
• The emulated wireless channel is used solely by the WAP application during the experiments. There will be extra delay if the channel is shared with other traffic streams.
• Only one WAP session in progress at any given time, i.e., no queuing delays at the server or proxy.
• A uniform link layer FER is assumed, whereas the traffic conditions in the CDMA channel may cause fluctuation in noise level and FER.
• The Internet delay is ignored. Had Internet delay been included in the evaluations, the same ITT would be added to both scenarios and have no effects on the comparison of WAT, as both scenarios recover Internet errors over the Internet domain independently of the wireless domain.
• ROHC compression and decompression was simulated by a fixed compression ratio with zero processing time. • The content compression/decompression are implemented on Pentium PCs. The processing time will be less in real gateways, and higher in less-powerful handsets.
IV. PERFORMANCE RESULTS
A. WAP Enhancement with Compression Scheme
The performance was evaluated by comparing the WAT of different compress options in various wireless conditions. WAP 1.x was also tested as a comparison.
The transmission time with LAN connection was tested to estimate the processing delay (PD) ( Table 1 ). The PD in WAP 1.x comes from the protocol conversion, and data encoding and decoding at the gateway and client. Result shows that in good conditions the WAP 2.0 HTTP/TCP/IP stack is more efficient. The compression gives several milliseconds processing delay. In an emulated IS-95 channel with a maximum bandwidth of 9.6 Kbps, Fig. 4 shows that the WAT of WAP 1.x is 20-25% of the WAT of WAP 2.0 employing TCP/IP without data compression. This shows the advantage of WAP 1.x over lowbandwidth networks. Fig. 5 shows that data compression dramatically improves the performance of WAP 2.0 in all cases. With only reply compression, it improves 66.5% at 1% FER to 76.2% at 40% FER. By combining request and reply compression, there is another 4% improvement over reply compression. WAP 1.x still performs better than content compression only. By applying ROHC, another 12% gain is achieved over content compression, yielding performance comparable to WAP 1.x. The overall enhancements for request and reply compression with ROHC, over no compression, are 71.6% at 1% FER and 79.8% at 40% FER, which are better than WAP 1.x except in very bad channel conditions (FER > 40%). That is because the amount of data transmitted in WAP 1.x is smaller than even the content-compressed packets with ROHC. When FER is very high, the saved processing delay cannot compensate for the extra data transmission time.
The results show that WAP 1.x is optimized for the lowbandwidth, high latency, high error rate wireless networks. With the proposed data compression scheme, the WAT performance of WAP 2.0 stack can match that of WAP 1.x.
In an emulated CDMA2000 1XRTT channel with maximum bandwidth of 153 Kbps, WAP 2.0 performs better than WAP 1.x even if no compression is applied, with 32.5% and 9% less WAT at 1% and 40% FER, respectively (Fig. 6) . This is because of the large protocol conversion delay in the WAP 1.x gateway and client. The lower processing time of HTTP/TCP makes them more appropriate for high-speed networks. When FER is high, packet retransmissions degrade the WAP 2.0 performance.
Content compression reduces the transmission delay by 44-46% (Fig. 7) , because text-based WML (or XHTML) files yield high compress ratios. The compressed packets need much fewer LL fragments to transfer. When ROHC is employed, another 3% enhancement can be achieved over content compression. Results also show that reply compression works better than the combined request & reply compression. This is because the request is quite small and the compression does not give much gain, and the transmission time reduction gained from the reduced size is smaller than the processing delay introduced by the request compression.
The results show that WAP 2.0 is more suitable for the high-speed wireless networks, and the compression scheme can yield over 45% improvement in WAT. 
B. WAP 2.0: Proxy vs. Direct Connection
In WAP 2.0, direct connection is possible using HTTP/1.1. However, using a proxy can optimize and enhance the connection between the wireless domain and the Internet domain. In case of direct connection, two major factors increase the wireless access time.
First, the direct connection causes error propagation from Internet domain to the wireless domain. It can be proved by a simple calculation.
Given the error/drop rates and transmission times in the Internet and wireless domains as ε1, t1 and ε2, t2, respectively. In a direct connection, the access time (AT) is given by processing delay (PD) plus direct transmission time ( direct t ):
If a proxy is present, AT is calculated by (5). 
It is clear that direct proxy AT AT < . The proxy facilitates independent error recovery over the wireless and Internet domains so that error-free data is always passed from one domain to the next.
Secondly, TCP is connection oriented. If there is no proxy, for different WAP servers, there must be a handshaking for the TCP connection establishment. With a proxy, the mobile client can maintain a long-lived socket with it, thus eliminating extra connection and termination delays. The wireless session delay (WSD) is used to represent these delays in our experiments, which is defined as the time delay due to TCP connection establishment and termination in the wireless network.
Results in Fig. 8 show that, over the low-bandwidth IS-95 channel, the WSD is quite high if a direct connection is used, 234 ms at 1% FER and 483 ms at 40% FER. If content compression is employed, the WSD is reduced 28% at 1% FER and 52% at 40% FER. ROHC in the wireless domain can give a 40% gain over the content compression scheme due to the reduced header size in the handshaking packets.
In CDMA2000 1XRTT channels, WSD is around 70ms at 1% FER and 95ms at 40% FER (Fig. 9) . The WSD is almost the same with and without data compression. This is because the handshaking packets are quite small and they can be transmitted in one LL frame in all cases.
Note that the WSDs presented above were obtained over an error-free Internet. With Internet losses the WSD will become even higher due to possible retransmissions of handshaking packets.
V. CONCLUSIONS AND FURTHER WORK
Our novel proxy architecture employing advanced data compression significantly improves the access time performance of WAP 2.0. It also ensures strictly end-to-end security for applications employing TLS tunneling. Most of the improvement is contributed by reply content compression, while ROHC can offer further improvement. Request compression is useful for low-bandwidth networks like IS-95, but gives no benefit in high-speed wireless networks such as CDMA2000 1XRTT due to extra processing time. In IS-95 networks, request and reply compression with ROHC can reduce WAP 2.0 access time to the same level as WAP 1.x. In CDMA2000 1XRTT networks, WAP 2.0 outperforms WAP 1.x even without any compression, and the advanced compression scheme can achieve over 46% reduction in access time. With the deployment of IP-enabled high-speed 3G networks, WAP 2.0 will facilitate further convergence with Internet technologies. However, WAP 1.x will still exist for narrow-band bearers and backward compatibility.
In our experiments, compression is only applied to WAP 2.0 although it is possible to apply compression on UDP-based WAP 1.x WML bytecodes [21] . Other lossless compression algorithms can be evaluated for best compression results. More testing can be done in consideration of Internet conditions and queuing at server and proxy. More optimizations on WPTCP can be deployed [3] . Modifications for services such as MPEG-4 streaming over wireless networks need to be developed.
